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Name: Section:

Wireshark- OSI- Physical & Data-link Layers

SYNOPSIS

In this lab, we are going to use Wireshark to analyze the two lowest layers of the OSI model:
Physical and Data-link layer.

OBJECTIVES

Upon completion of this activity the student will be able to:

e Capture and analyze network traffic using Wireshark.

e Analyze the OSI Physical layer in Wireshark.

e Understand the fields that make up a frame in the OSI Data-link layer.
e Analyze the OSI Data-link layer in Wireshark.

PARTS AND EQUIPMENT

e Networked laptop

SOFTWARE

e Wireshark [https://www.wireshark.org/]

REFERENCES

e What is a MAC Address: How to Find and Identify [https://whatismyipaddress.com/mac-
address]

e OSI Model [http://www.practicalnetworking.net/series/packet-traveling/osi-model/]

e What is the Internet Control Message Protocol (ICMP)?
[https://www.fortinet.com/resources/cyberglossary/internet-control-message-protocol-
ICMP]

MANUALS

e Network Communications for Buildings [https://www.ccontrols.com/pdf/NCB2015.pdf]

BACKGROUND

The MAC address is a 48-bit (6 byte) network address. The MAC address is used to uniquely
identify devices on a network.

Wake Tech BAT Lab 2 of 23 Last updated:
https://www.waketech.edu/programs-courses/credit/building-automation 8/28/2023



https://www.waketech.edu/programs-courses/credit/building-automation
https://www.wireshark.org/
https://whatismyipaddress.com/mac-address
http://www.practicalnetworking.net/series/packet-traveling/osi-model/
https://www.fortinet.com/resources/cyberglossary/internet-control-message-protocol-icmp
https://www.ccontrols.com/pdf/NCB2015.pdf

Wireshark - OSI - Physical & Data-link Layers BAT-221: BAS Networking

A MAC address is hardcoded onto the network adaptor by the manufacturer. The manufacturer
makes sure the address is unique.

The MAC address will appear be written using hexadecimal numbers and will usually appear in
the following formats:

. A0-51-0B-29-C9-4E
. A0:51:0B:29:C9:4E

The MAC address is used for source and destination address at the Data-link layer.
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PROCEDURES

Part 1: Network configuration

We need to get the IPv4 address and MAC address of the network adaptor that we are going to
be capturing traffic on.

1.1 - Laptop configuration

An ipconfig will give us the IPv4 address but we also want to know the MAC address on the
network adaptor, so we are going to run it without the /all switch.

Run an “ipconfig /all” to get the IPv4 address and the MAC address:

Band Wirel
-4E

nfi ] ion Enabled . . .

t onal Area Net
) al
DHCP Enab

What is the MAC (Physical) address of our network interface?

What is the IPv4 address of our network interface?

What is the IPv4 address of the Default Gateway?

1.2 - Default gateway

To reach outside out LAN, we go through the Default Gateway. While we have the IPv4 address
of the Default Gateway, we need to get the MAC address of Default Gateway. We have already
gotten the IPv4 address of the Default Gateway from our network interface.

ARP
ARP is a protocol that maps an IP address to a MAC (Physical) address.

We can use the dos “arp” command to get the translation between the two.
Run the arp command with the -a switch with the IPv4 address of the Default Gateway.
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What is the IPv4 address of the Default Gateway from our network interface?

BN CAWINDOWS\system32emd.exe — O x

C:\Usersrarp -a 10.1.268.1

dynamic

What is the MAC address of the Default Gateway?

1.3 - Summarize

Summarize the MAC and IPv4 address for our interface network as well as the Default Gateway.

Network Interface MAC address?

Network Interface IPv4 address?

Default Gateway MAC address?

Default Gateway IPv4 address?
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Part 2: Wireshark
2.1 - Wireshark Capture

BAT-221: BAS Networking

Start Wireshark and it should start capturing network traffic once you have selected the network

interface.
£ Capturing from Wi-Fi - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
L] RE R ea=m=F = Qi
[i|.'—'r:r:\;.'a display filter ... <Ctrl-/> '] +
MNa. Time Delta Source Drestination Protocol Length Info L
120 ©7:36:19.042916 ©.204028 10.1.201.67 239.255.255.250 55DP 179 M-SEARCH * HTTP/1.1
121 ©7:36:19.145747 0.102831 10.1.175.46 224.0.0.251 MDNS 254 Standard query response
122 ©7:36:19.676508 0.530761 10.1.201.72 23.62.32.5 TCP 55 [TCP Keep-Alive] 63844 -
123 ©7:36:19.676895 0.000387 10.1.201.72 44.236.123.131 TCP 567 63867 - 1514 [PSH, ACK]
124 ©7:36:19.688488 ©.011593 23.62.32.5 10.1.201.72 TCP 66 [TCP Keep-Alive ACK] 443
125 ©7:36:19.761408 ©.072920 10.1.201.185 224.8.0.251 MDNS 81 Standard query ©x8080 AN
126 ©7:36:19.761408 0.000000 10.1.201.105 224.8.0.251 MDNS 119 Standard query response
127 ©7:36:19.761408 0.000000 10.1.201.105 224.9.0.252 LLMNR 75 Standard query @xa%73 AN
128 ©7:36:19.761408 0.000000 10.1.201.105 10.1.2087.255 NBNS 118 Registration NB SWM-ENG-
129 ©7:36:19.761408 0.000000 10.1.201.105 10.1.2087.255 NBNS 118 Registration NB WORKGROU
130 ©7:36:19.761408 0.000000 10.1.201.31 239.255.255.250 55DP 216 M-SEARCH * HTTP/1.1
131 ©7:36:19.761408 ©.000000 10.1.201.105 10.1.2087.255 NBNS 118 Registration NB SWM-ENG-
132 ©7:36:19.843685 0.082277 44.236.123.131 10.1.201.72 TCP 56 1514 - 63867 [ACK] Seq:lv
< >
Frame 1: 100 bytes on wire (800 bits), 180 bytes capt 29 c9 4de ad® b4 39 ce %e 92 98 00 45 @0
Ethernet II, Src: Cisco ce:9e:82 (a®:b4:39:ce:%e:82), 49 40 00 71 06 af cf 34 72 85 cd ©a 01
Internet Protocol Version 4, Src: 52.114.133.285, Dst bb f5 37 6c 46 64 62 ec c2 eb 43 508 138
Transmission Control Protocol, Src Port: 443, Dst Po ca PP 98 17 B3 ©3 99 29 P9 B9 PP PP B8O
Transport Layer Security 27 38 78 2f 22 bb a7 de 89 1a 5b @b d9
6a 61 2e 99 a8 «cc 18 4de 1f 9f 20 9a 33
cl

(0 7 Wi-Fi <live capture in progress> o Packets: 132 - Displayed: 132 (100.0%) Profile: Defaul)t
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2.2 - Ping traffic

The network frames that we are going to be examining are ICMP packets. We are going to
generate ICMP requests by using the dos “ping” command.

The dos “ping” command by default generates four ICMP requests.

Open a command prompt window and ping www.waketech.edu.

B CAWINDOWS\system32icmd.exe — O b

C:\Users»ping www.waketech.edu

from
from :
from :
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2.3 - Stop Capture

Wireshark should have captured the network traffic that we want to examine. There is no need
for Wireshark to continue to capture packets.

You can stop capturing network traffic by one of the following ways:

1. Toolbar: Click “Stop capturing packets” icon
2. Menu: Capture > Stop
3. Shortcut: CTRL+E

£ Capturing from Wi-Fi - x
View Go Capture Analyze Statistics Telephony Wireless Tools  Help
3 RE Re==f o5/ Eaaar
pturing packets il-- - '} +
Mo, Time Delta Source Destination Protocol Length Info ~
1781 87:37:21.716540 ©.009158 18.1.2081.185 224.8.8.251 MDNS 81 Standard query @x8808 AN
1782 87:37:21.716540 ©.000000 10.1.201.185 224.08.8.251 MDNS 119 Standard query response
1783 87:37:21.716540 ©.000000 10.1.201.185 224.98.8.252 LLMNR 75 Standard query @xf576 AN
1704 ©7:37:21.815716 ©.099176 108.1.201.105 10.1.287.255 NBNS 118 Registration NB SWM-ENG-
1785 87:37:21.815716 ©.000000 10.1.201.185 10.1.287.255 NBNS 118 Registration NB SWM-ENG-
1786 ©7:37:21.815716 ©.000000 10.1.201.185 18.1.287.255 NBNS 11@ Registration NB WORKGROU
1787 87:37:21.815716 ©.000000 18.1.200.252 18.1.287.255 NBNS 92 Name query NB WORKGROUP<
1788 87:37:21.815716 ©.000000 10.1.200.252 10.1.287.255 NBNS 92 Name query NB WAKETECH<1
1789 87:37:21.823390 0.007674 10.1.201.72 192.168.3.28@ SNMP 83 get-request 1.3.6.1.2.1.
171@ 87:37:21.823642 0.000259 10.1.201.72 192.168.3.2082 SNMP 83 get-request 1.3.6.1.2.1.
1711 ©7:37:21.917770 ©.094121 1©.1.174.188 224.8.8.251 MDNS 553 Standard guery response
1712 ©7:37:21.917770 ©.000000 10.1.200.223 239.255.255.25@ S55DP 217 M-SEARCH * HTTP/1.1
1713 87:37:22.176131 ©.258361 18.1.2081.72 52.112.127.43 TLSv1.2 248 Application Data v
< >
Frame 1: 108 bytes on wire (800 bits), 100 bytes capt a@ 51 8b 29 c9 4e a® b4 39 ce 9e 02 B8 00 45 @0
Ethernet II, Src: Cisco_ce:9%9e:82 (a@:b4:39:ce:%e:02), 90 56 cc 49 40 @9 71 @6 af cf 34 72 85 cd @a 81
Internet Protocol Version 4, Src: 52.114.133.285, Dst c9 48 81 bb 5 37 8c 48 64 62 ec c2 eb 43 58 18
Transmission Control Protocol, Src Port: 443, Dst Por P8 00 fc ca 9@ 00 17 B3 03 00 29 0P PO 60 00 @O
Transport Layer Security 00 00 38 27 38 70 2f 22 bb a7 de 89 1la Sb @b d9
55 4f 9b 6a 61 2e 99 a8 cc 10 4e 1f 9f 20 9%9a 33
e3 95 1c cl
< [« >
@7 Wi-Fi: <live capture in progress> Packets: 1713 - Displayed: 1713 (100.0%) Profile: Default
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2.4 - Filter ICMP requests

BAT-221: BAS Networking

Even though we were only capturing network traffic for a small period of time, Wireshark would
have captured hundreds if not thousands of packets. We want to limit packets to just show the

ICMP requests and replies.

1. In the filter window type “ICMP” and hit Enter.

M Wi-Fi - b4
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
@l mERB =T aEEaaan

|icmp \ %] '] +
NM Time Delta Source Destination Protocol Length Info
i 237 07:44:46.709979 0.000000 10.1.201.72 172.28.1.77 ICMP 74 Echo (ping) request id=0x
| 238 97:44:46.712328 0.002349 172.28.1.77 18.1.201.72 ICMP 74 Echo (ping) reply id=08x
| 274 97:44:47.726548 1.014220 10.1.201.72 172.28.1.77 ICMP 74 Echo (ping) request id=0x
| 275 07:44:47.729931 0.003383 172.28.1.77 18.1.201.72 ICMP 74 Echo (ping) reply id=08x
| 312 97:44:48.742718 1.012787 10.1.201.72 172.28.1.77 ICMP 74 Echo (ping) request id=0x
| 313 97:44:48.745126 0.002408 172.28.1.77 18.1.201.72 ICMP 74 Echo (ping) reply id=08x
| 340 97:44:49.759847 1.014721 10.1.201.72 172.28.1.77 ICMP 74 Echo (ping) request id=0x
L 341 97:44:49.762519 0.002672 172.28.1.77 18.1.201.72 ICMP 74 Echo (ping) reply id=08x
< >

Frame 237: 74 bytes on wire (592 bits), 74 bytes capt ad b4 39 ce %9e 82 a@ 51 ©b 29 c9 4e 08 00 45 00

Ethernet II, Src: IntelCor_29:c9:4e (a®:51:0b:29:c9:4 00 3c 42 =@ 20 00 80 @1 77 2e Qa @1 c9 48 ac 1c

Internet Protocol VWersion 4, Src: 10.1.201.72, Dst: 1 91 4d 98 00 4d 4e 90 @1 ©0 od 61 62 63 64 65 66

Internet Control Message Protocol 67 68 69 ba 6b bc 6d 6e 6 78 71 72 73 74 75 76

77 61 62 63 64 65 66 67 68 69

<

>

@ = wireshark_Wi-FiMES391.pcapng

Packets: 434 . Displayed: 8 (1.8%)

Profile: Default

You should see 8 packets in the Packet List pane. The 8 packets represent the 4 ICMP requests

and a reply back for each request.
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2.5 - Wireshark Configuration

We want to see the Packet Diagram in our view, so we need to set some preferences. The Packet
Diagram shows a physical layout of the packet and makes looking at the frames easier.

Open the preferences by one of the following means:

e Menu: Edit = Preferences...
e Shortcut: Ctrl+Shift+P

We want to change the layout of the Wireshark panes and we want to see the Packet Diagram in
Pane 3. Make sure to save your preferences.

|
dm 0 BREB Res=F =5 Eaaan
(A [icmp BEl -+
Mo ‘ Wireshark - Preferences x
I 237 id=0x
w -
'_l_ 238 Appearance : id-0x
Columns 112 2 1 3
| 274 2 1 — 3 1]|2|s id=0x
onteqd Colors| 3 3 3 2 .
| 275 Layout id=0x
| 312 IRLUE Pane 1: Pane 2: Pane 3: 1d=0x
Expert id=
| 51 e @ Packet List O Packet List O Packet List =0
| 340 Filter Buttons 5 d=0x
L 341 EameRlesnlut\on O Packet Details ®) Packet Details O Packet Details 5d=0x
rotocals O Packet Bytes O Packet Bytes O Packet Bytes
R5A Keys
Statistics O Packet Diagram O Packet Diagram ® Packet Diagram
Advanced O None O None O None
Packet List settings:
< Show packet separator S
] Show column definition in column context menu
Frame 23 1 Allow the N . ~
]
Ethernet [ Allow the list to esorte. .
Internet Enable mouse-over colorization -
Internet Status Bar settings: X
] Show selected packet number 4 0
] Show file load time
Restore Defaults
£ >
Cancel Help
aUusTUbZ9cide OO
Type
IPvigOHI@le0l 06006606000 eflelle
v
< > >
O ¢l Frame (frame), 74 bytes Packets: 434 - Displayed: & (1.8%) - Dropped: 0 (0.0%) || Profile: Default
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Your screen should look like this now:

BAT-221: BAS Networking

M ~WiFi - bid
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
An 20 I BRE_Res=FaEEaaan
|ﬂ|icmp m = | '] +
Mao. Time Delta Source Destination Protocol Length Info
™ 237 87:44:46.789979 0.0600060 16.1.261.72 172.28.1.77 ICMP 74 Echo (ping) request id=6x
-I— 238 ©87:44:46.712328 ©.802349 172_.28.1.77 18.1.281.72 ICMP 74 Echo (ping) reply id=08x
| 274 87:44:47 726548 1.6142208 16.1.2061.72 172.28.1.77 ICMP 74 Echo (ping) request 1id=8x
| 275 87:44:47 729931 ©.003383 172.28.1.77 18.1.281.72 ICMP 74 Echo (ping) reply id=08x
| 312 ©7:44:48.742718 1.612787 186.1.2081.72 172.28.1.77 ICMP 74 Echo (ping) request 1id=8x
| 313 87:44:48.745126 ©.0602488 172.28.1.77 18.1.281.72 ICMP 74 Echo (ping) reply id=08x
| 340 87:44:49_759847 1.0614721 18.1.2081.72 172.28.1.77 ICMP 74 Echo (ping) request 1id=@x
L 341 87:44:49 762519 0.0802672 172.28.1.77 18.1.281.72 ICMP 74 Echo (ping) reply id=08x
< >
Frame 237: 74 bytes on wire (592 bits), 74 bytes||Ethernet &
Ethernet II, Src: IntelCor_29:c9:4e (a®:51:0b:29 | |o NN L LT |
Internet Protocol Version 4, Src: 10.1.2081.72, D .
Internet Control Message Protocol Destination
Source
Type
Internet Protocol Version 4
I T T T I T B ML LY N B R B |
Versinn Header Le... | Differentiated Services Field Total lena ™
< |« >
Q7 wiR Packets: 454 . Displayed: 8 (1.8%) . Dropped: 0 (0.0%) || Profile: Default
Packet List

The top pane is the Packet List and shows all the packets that have been filtered. If you select a
packet, then the panes below change to show that packet’s information.

Packet Details
The bottom left pane is the Packet Details and shows the OSI model of the packet selected in the
Packet List.

You can expand each level in the Packet Details to see more information.

Packet Diagram
The bottom right pane is the Packet Diagram and shows the frame in a physical diagram that
makes looking at the data easier. It shows the packet selected in the Packet List.

Right-click the Packet Diagram and Select “Show Field Values” so the field values will be
shown in the Packet Diagram pane.
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Part 3: OSI — Physical layer

The Physical layer is the first layer of the OSI Model. It includes anything physically needed to
send data from one location to another.

There are many possible mediums for the data to travel over and some examples are:

e Category cable
e Fiber
e Wireless

The network adapters of the Physical layer handles encoding the data into a format necessary to
transfer the data based upon the medium. For Category cable, the data is encoded and transferred
using voltages while fiber would utilize light. Radio waves are part of the Physical layer for
Wireless.

The Physical layer includes but is not limited to:

e Network adaptors

e Medium
o Copper and voltages for Category cables
o Antennas and radio waves for Wi-Fi

e Hardware

Avre the network adaptors considered part of the Physical layer?

For Category cables, how is the data represented over the wire?

Are radio waves considered part of the Physical layer?

If we are discussing speech from one person to another, name three items that would be
considered part of the Physical layer?
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Part 4: Wireshark — Physical layer

We are going to examine the Physical layer in Wireshark.

Select the first packet in the Packet List. The first item in the Packet Details window represents
the Physical layer of the OSI model.

Expand the Physical layer.

M WiFi - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Ami@ I RREB Re>=FT 25 EQaQaHE
|ﬂ|icmp tz = | '] +
Mo, Time Delta Source Destination Protocol Length Info
™ 237 87:44:46.789979 @.000008 19.1.281.72 172.28.1.77 ICMP 74 Echo (ping) request did=@x@eel, s
-|— 238 87:44:46.712328 8.882349 172.28.1.77 18.1.201.72 ICHP 74 Echo (ping) reply id=8x8881, s
| 274 87:44:47.726548 1.814228 10.1.281.72 172.28.1.77 ICcHP 74 Echo (ping) request id=8xeeel, s
| 275 @7:44:47.729931 8.8083383 172.28.1.77 18.1.2081.72 ICHP 74 Echo (ping) reply id=8xeeel, s
| 312 @7:44:48.742718 1.812787 18.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request id=@xeeel, s
| 313 ©7:44:48.745126 ©.902408 172.28.1.77 10.1.201.72 IcHP 74 Echo (ping) reply id=8xee8l, s
| 348 87:44:49.759347 1.814721 18.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request id-@xeeel, s
L 341 @7:44:49,762519 08.882672 172.28.1.77 le.1.281.72 ICHP 74 Echo (ping) reply id=8xe8el, s
£ >
~ Frame 237: 74 bytes on wire (592 bits), 74 bytes capt Ethernet -~
Section number: 1 RN SN SR SN NN U N N S U N i (T T T T T Y B B B
Interface id: @ (\Device\NPF_{F137E@75-D38C-450F-B L
. K Destination
Encapsulation type: Ethernet (1) (b3 002 X@XEH
Arrival Time: Aug 23, 2023 87:44:46.70997980@ East al:b4:3%:ce:9e024 @ H@XEXBHE
[Time shift for this packet: ©.8808088808 scconds]
Epoch Time: 1692791886.789979888 seconds
[Time delta from previous captured frame: 8.148969
[Time delta from previous displayed frame: 8.280880 Source
[Time since reference or first frame: 6.684997086 a0:51:0b:2%:c0:4e0 900 H 9 H 9 9 9 96 9999 99 9 §icmp ||
Frame Number: 237
Frame Length: 74 bytes (592 bits) Type
Capture Length: 74 bytes (592 bits) 1Pvd oooa oo
[Frame is marked: False]
[Frame is 1gn0r‘ed: False] .. Internet Protocol Version 4
[Protocols in frame: eth:ethertype:ip:icmp:data] b 1she I o
[Coloring Rule Mame: ICMP] 1 1 1 11 1 | I T T T T | | N T T | | I N T T |
[Coloring Rule String: icmp || icmpvB] Version Header Len Differentisted Senvices Fiekd Total Length
Ethernet II, Src: IntelCor_29:c9:4e (a®:51:0b:29:c9:4 400 0000 20000000 G000 § D000 00 6000 0000 OOgO0 OO0
Internet Protocol Version &4, Src: 18.1.281.72, Dst: 1
Internst Control Message Protocol Identification Flags Fragment Offset
Ox42e0 (17120)0 0OOOO 0O il 000 0000 0O
Timeto Live Protocol Header Checksum
12800 OOOO OO | CMPOO  OOOO OC 0x772e00 OO OOOO OO
£ > i L
O > Frame (frame), 74 bytes Packets: 454 . Displayed: 8 (1.8%) - Dropped: 0 (0.0%) || Profile: Default

The Packet Diagrams pane is the bottom right pane. The Physical layer is not
represented in the Packet Diagram pane and the top entry here represents the
Data-link layer.

How many bytes are in this frame?

How many bits are in this frame?

There are 8 bits per byte. Does the number of bytes correspond to the number of bits in this
frame?

What date & time did this frame arrive at?
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Expand the “Interface id” and what is the Interface description?

Does the interface description match the network connection listed in “ncpa.cpl” that you are
capturing traffic on for Wireshark?

In the Physical layer, do you see a MAC address field or an IPv4 address field?

In the Physical layer, why do you see or not see a MAC address field or an IPv4 address
field?

Part 5: OSI — Data Link layer

The Data-Link layer is the second layer in the OSI model. The Data-link layer is responsible for
the node-to-node delivery. It delivers the data from a source node to the destination node and
just moves data to the next hop.

The addressing for the Data-link layer is the MAC (media access control) or Physical address.
While we may refer to devices by their IP address, the network utilizes the MAC address for its
addressing at this layer.

The Data-link layer can only transmit to a node in the same LAN.

5.1 - MAC address
What is MAC an abbreviation for?

Is the MAC address the same as the Physical address?

How many bytes is a MAC address?

5.2 - Ethernet Il DIX frame

| Answer the questions in this Part with help from the Network Communications
I__l for Buildings manual.

Using the manual, look at the Ethernet Frames section under Shared Ethernet to answer the
following questions.

Ethernet Il fields
Looking at the Ethernet Il DIX Frame, answer the following questions:

What field is the first 64 bits (8 bytes)?
What field is the next 48 bits (6 bytes)?
What field is the next 48 bits (6 bytes)?
What field is the next 16 bits (2 bytes)?
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What field is the next field?

What field exists after the Data field?

Preamble field
When calculating the size of the frame is the Preamble field considered part of the Ethernet
frame?

Destination field
Is the Destination field a MAC address or IPv4 address?

How many bits is the Destination field?

What is the purpose of the Destination field?

Does the Destination field represent the next hop or the final destination?

Is the Destination field a node in the same LAN?

Source field
Is the Source field a MAC address or IPv4 address?

How many bits is the Source field?

What is the purpose of the Source?

Data Type field
Does the Data-link layer guarantee delivery of data?

If delivery of data is guaranteed who would do that?

What is the purpose of the Type field?

Data field
What is the minimum size of the Data field?

What is the maximum size of the Data field?

What is a runt packet?

Frame Check Sequence field
The Frame Check Sequence is sometimes abbreviated to FCS.
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What is the purpose of the FRC field?

How does the destination node utilize the FRC field?

What is considered a successful transmission according to the FRC field?

At this layer, if the destination calculates the FRC and the calculated FRC does not match the
FRC field sent in the frame, is the source node informed?
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Part 6: Wireshark — Data-link layer — ICMP request
We are going to look at an Ethernet frame in Wireshark.
Close the expanded Physical layer in the Packet Details pane to hide the Physical layer details.

The second item in the Packet Details represents the second layer of the OSI model. Expand the
second item in the Packet Details list to show the frame in the Packet Diagram pane.

6.1 - ICMP request

Make sure you are still looking at the first packet in the Packet List as this is an ICMP request. In
an ICMP request, your laptop is sending a request to www.waketech.edu. With the request, your
laptop is the source.

The Data-link layer just handles node-to-node traffic.

For any traffic to travel outside your LAN, the traffic will go through the Default Gateway, so
the Default Gateway is where this ICMP request is going to. While there are many more hops

before the packet gets to the final destination; we are only capturing the traffic to and from our
network interface. With the ICMP request, the Default Gateway is the destination because the

final destination is outside our LAN.
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Destination field

Click on the Destination field in the Packet Details and you should see the Destination field will
be highlighted in the Packet Diagram in the right pane.

M wiFi
File Edit View Go

Capture  Analyze Statistics  Telephony  Wireless  Tools  Help

BAT-221: BAS Networking

3 o e ==
Am2® EREBRe==f & 5= aQan
(R ficmp B )+
Mo. Time Delta Source Destination Protocol Length Info
-+ 237 @7 E4Y4RTTR9579 T e.eeeeee 10.1.201.72 172.28.1.77 P 74 Echo (ping) request id=exeee1, s
+ 238 @7:44:46.712328 ©.882340 172.28.1.77 10.1.201.72 ICHP 74 Echo (ping) reply id=8x0081, s
| 274 @7:44:47.726548 1.814226 10.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request id=@xeeel, s
| 275 @7:44:47.729931 ©.003383 172.28.1.77 10.1.201.72 ICHP 74 Echo (ping) reply id=exeeel, s
| 312 87:44:48.742718 1.812787 18.1.281.72 172.28.1.77 ICMP 74 Echo (ping) request id-@xeeel, s
| 313 @7:44:48.745126 @.802488 172.28.1.77 le.1.281.72 ICHP 74 Echo (ping) reply id=8xeeel, s
| 348 87:44:49.759847 1.814721 10.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request did=8x@eel, s
[ 341 @7:44:49.762519 9.802672 172.28.1.77 10.1.281.72 IcHP 74 Echo (ping) reply id=8x0081, s
< >
Frame 237: 74 bytes on wire (592 bits), 74 bytes capt Ethernet ~

w Ethernet II, Src: IntelCor_29:c9:4e (aB:51:8b:29:c9:4
Destination: Cisco_ce:9e:82 (a@:b4:39:ce:9e:82)
Source: IntelCor_29:c9:4e (aB:51:8b:29:c9:4e)
Type: IPv4 (@x@3ea)

Internet Protocol Version 4, Src: 10.1.201.72, Dst: 1
Internet Control Message Protocol

Source

al:51:0b:2%:c%:4e  0OOO OO

Type
1Pud 0ooo oo

Internet Protocol Version 4

o PRI S TN ) T WA SN W A O N M O

[ [
Version Differantisted Services Fiskd Total Length
400 0000 0000 ¢ D000 00 6000 0000 OO
Identification Flags Fragment Offset
Ox42eD (17120)0  OOOO OO L] 000 0000 OO

Header Checksum
Ox772e00 0000 OO
< > w

[ Aclel
(0 7 Destination Hardware Address (eth.dst), 6 bytes | Packets: 454 . Displayed: 8 (1.8%) - Dropped: 0 (0.0%) || Profile: Default

Protocol
iCMPe00 0000 0O

Timeto Live
12800 OOOO OO

What is the Destination (MAC address only) of the Ethernet frame?

What is the MAC address of your Default Gateway?

Is the Destination of the Ethernet frame the same as the Default Gateway?

> If you answered No, troubleshoot the issue.

The Destination field is how many bytes?

The Destination address of the Ethernet frame should match the MAC address of the Default
Gateway.
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Source field

Click on the Source field in the Packet Details and you should see the Source field will be
highlighted in the Packet Diagram in the right pane.
M wi-Fi _

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

AEm @ IBRAERes=2=Zp LS EQAGQaaH
[.|icmp HED -]+

i}
X

Mo. Time Delta Source Destination Protocol Length Info
™ 237 87:44:46.789979 8.000008 19.1.281.72 172.28.1.77 IcnpP 74 Echo (ping) request id=8xeeel, s
+ 238 @7:44:46.712328 ©.882340 172.28.1.77 10.1.201.72 ICHP 74 Echo (ping) reply id=8x0081, s
| 274 @7:44:47.726548 1.814226 10.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request id=@xeeel, s
| 275 @7:44:47.729931 ©.003383 172.28.1.77 10.1.201.72 ICHP 74 Echo (ping) reply id=exeeel, s
| 312 87:44:48.742718 1.812787 18.1.281.72 172.28.1.77 ICMP 74 Echo (ping) request id-@xeeel, s
| 313 @7:44:48.745126 @.802488 172.28.1.77 le.1.281.72 ICHP 74 Echo (ping) reply id=8xeeel, s
| 348 87:44:49.759847 1.814721 10.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request did=8x@eel, s
[ 341 @7:44:49.762519 9.802672 172.28.1.77 10.1.281.72 IcHP 74 Echo (ping) reply id=8x0081, s
< >
Frame 237: 74 bytes on wire (592 bits), 74 bytes capt Ethernet ~
w Ethernet II, Src: IntelCor_29:c9:4e (aB:51:8b:29:c9:4 TR | EEEEE leml Ll | Ll |31|
Destination: Cisco_ce:9e:82 (a@:b4:39:ce:9e:82) o
c — :51:8b:20:cO: Drestination
Source: IntelCor_29:c9:4e (aB:51:8b:29:c9:4e) 0:b43%:cege0? OOO0 OO
Type: IPv4 (Bx830@) v
Internet Protocol Version 4, Src: 10.1.201.72, Dst: 1
Internet Control Message Protocol
Type
IPv400 0000 OO
Internet Protocol Version 4
N S N ST U U T (T T T T N T T A B
Version Header Len Differentiated Services Fild Total Length
<00 ooga | moooog- | (k0000 OOOO OO 6000 0000 0O
Identification Flags Fragment Offset
Ox42e0 (1712000  OO00 OO G001 000 0000 OO
Timeto Live Protocol Header Checksum
12800 OOOO OO | CMPOO OOOO OC Ox772e00 0000 OO
& 2 C Al =
Q@ Source Hardware Address (eth.src), 6 bytes H Packets:de-Displayed:B{‘I.S%)-Dropped:O(0.0%)” Profile: Default

What is the Source (MAC address only) of the Ethernet frame?

What is MAC address of your network interface from Part 1?

Is the Source of the Ethernet frame the same as your network interface?

> If you answered No, troubleshoot the issue.

The Source field is how many bytes?

The Source address of the Ethernet frame should match the MAC address of your network
interface. This shows that your network interface is sending the data.
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Type field
What is the Type field of the Ethernet frame?

Preamble field
Do you see the Preamble field?

Why do you see or not see the Preamble field?

FCS field
Do you see the FCS field?

Why do you see or not see the FCS field?

IP Address
In the Data-link layer, is the IPv4 address referenced?

In the Data-link layer, why do you see or not see an IPv4 address?
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Part 7: Wireshark — Data-link layer — ICMP reply

7.1 - ICMP reply

BAT-221: BAS Networking

Select the second packet in the Packet List pane is the reply to the first packet which was a

request.

We want to look at the ICMP reply which is the response to our request. Now this implies the
packet is going to our laptop. With the ICMP request, our network interface was the source;
however, with the ICMP reply out network interface is the destination.

Destination field

M WiFi - X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

aAmi® Re=EfT oL Eaaan

A [icmp BE -+

Mo, Time Delta Source Destination Protocol Length Info

™ 237 87:44:46.789979 @.000008 10.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request did=@x@eel, s

pe 238 @7:44:46.712328 ©.882349 172.28.1.77 10.1.281.72 cHP 74 Echo (ping) reply id=8x0081, s

| 274 87:44:47.726548 1.814228 10.1.281.72 172.28.1.77 ICcHP 74 Echo (ping) request id=8xeeel, s

| 275 @7:44:47.729931 98.883383 172.28.1.77 18.1.2081.72 ICHP 74 Echo (ping) reply id=8xeeel, s

| 312 @7:44:48.742718 1.812787 18.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request id=@xeeel, s

| 313 @87:44:48.745126 B8.882408 172.28.1.77 18.1.201.72 ICHP 74 Echo (ping) reply id=gxeeel, s

| 348 87:44:49.759347 1.814721 18.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request id-@xeeel, s

L 341 @7:44:49,762519 @.882672 172.28.1.77 le.1.281.72 ICHP 74 Echo (ping) reply id=8xe8el, s

£ >
Frame 238: 74 bytes on wire (592 bits), 74 bytes capy Ethernet A

~ Ethernet II, Src: Cisco _ce:9e:82 (a@:b4:39:ce:9e:02),
Destination: IntelCor_29:c9:4e (a@:51:8b:29:c9:4e)
Source: Cisco_ce:9e:82 (aB:bd:39:ce:8e:82)
Type: IPv4 (@x@5308)
Internet Protocol Version 4, Src: 172.28.1.77, Dst: 1
Internet Control Message Protocol

<

Source
al:bd:3%:ce:fe02

oooo oo

IPv400 0000

Typ

e
OO0g00 OO0

Internet Protocol Version 4

a

3 k1]
IIIIIIIIIIIIIII

Total Length

60d6f (48495)0 0000 COOO OO

Version Header Len Differentiated Services Fiekd
we¢re- | » oo | (k0000 0000 OO
Identification Flags
Oxbd6f (48495)0 0000 OOOO OO (il 001

Fragment Offset
T 6486606000000000° 10660600

Timeto Live
€00 0000 00

Protocol

CMPTO00000F 4360000000000

Header Checksum

el

v

O ¥ Destination Hardware Address (eth.dst), & bytes

Packets: 454 . Displayed: 8 (1.8%) - Dropped: 0 (0.0%)

What is the Destination (MAC address only) of the Ethernet frame?
What is MAC address of your network interface?

Is the Destination of the Ethernet frame the same as your network interface?

» If you answered No, troubleshoot the issue.
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Since this is the ICMP reply, the Destination address of the Ethernet frame should match the
MAC address of your network interface.

Source field

Click on the Source field in the Packet Details.

M WiFi - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

AmI® Re=>ZF LS =EQRQaQH

A [icmp BE -+
Mao. Time Drelta Source Drestination Protocol Length Info

™ 237 @7:44:45.789979 @.000008 10.1.201.72 172.28.1.77 ICHP 74 Echo (ping) request did=8x@eel, s
<-|— 238 @7:44:46.712328 @.882349 172.28.1.77 le.1.281.72 ICHP 74 Echo (ping) reply id=exeeel, s
| 274 @7:44:47.726548 1.814228 10.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request did=exeeel, s
| 275 87:44:47.729931 9.8083383 172.28.1.77 18.1.2081.72 ICHP 74 Echo (ping) reply id=8xee8el, s
| 312 @7:44:48.742718 1.812787 18.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request id=8xeeel, s
| 313 87:44:48.745126 8.882488 172.28.1.77 16.1.281.72 ICHP 74 Echo (ping) reply id=8xe88l, s
| 348 87:44:49.759347 1.814721 18.1.281.72 172.28.1.77 ICHP 74 Echo (ping) request id=8xee8l, s
L 341 87:44:49.762519 8.882672 172.28.1.77 18.1.2081.72 ICcHP 74 Echo (ping) reply id=8xe8el, s

Ll
v

Frame 238: 74 bytes on wire (592 bits), 74 bytes capt] Ethernet s
w Ethernet II, Src: Cisco ce:9e:82 (a@:b4:39:ce:9e:02), o
Destination: IntelCor_29:c9:4e (a@:51:8b:29:c9:4e)
Source: Cisco_ce:9e:82 (a®:bd:39:ce:%9e:82)
Type: IPv4 (@x@5308)
Internet Protocol Version 4, Src: 172.28.1.77, Dst: 1
Internet Control Message Protocol

15fa k]
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Destination
al:51:0b:2%:ch:de

0ooo oo

Type
IPw4f (48495)0 OOOC O0OOO OO

Internet Protocol Version 4

o

isfis 3
IIIIIIIIIIIIIIIIIIIIIIIIIIII

Version Header Len Differentiated Services Fiekd Total Length
paeee | = om @00 ooma onon on 6000 0000 OO
Identification Flags Fragment Offset
Oxbd6f (48495)0 0000 0000 OO0 a1 (s
Timeto Live Protecol Header Checksum
6000 0000 00 CAAP10000000e: 00000000000 x406f00 OOOO0 OO
< > v

Al

O #  Source Hardware Address (eth.src), & bytes Packets: 454 . Displayed: 8 (1.8%) - Dropped: 0 (0.0%) || Profile: Default

What is the Source (MAC address only) of the Ethernet frame?

What is MAC address of your network interface from Part 1?

Is the Source of the Ethernet frame the same as the Default Gateway?
» If you answered No, troubleshoot the issue.

Since this is an ICMP reply, the Source address of the Ethernet frame should match the MAC
address of the Default Gateway. This shows that your network interface is sending the data.

Part 8: Summary

How many bits is a MAC address?

How many bytes is a MAC address?
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Does the OSI Physical layer reference an address?

In the OSI Data-link layer, what types of addresses are used?

In detail, explain why the source address of the ICMP request is the destination of the ICMP
reply?

In detail, explain why the destination address of the ICMP request is the source of the ICMP
reply?
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